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Suggested template text about REDCap (helpful for grants and IRB documentation):
Vanderbilt University, with collaboration from a consortium of institutional partners and funding from the National Institute of Health (NIH), has developed a software toolset and workflow methodology for electronic collection and management of research and clinical trial data. The Arizona Institute for Clinical & Translational Sciences will be used as a central location for data processing and management. REDCap (Research Electronic Data Capture) is a secure, web-based application that is flexible enough to be used for a variety of types of research. REDCap provides an intuitive user interface that streamlines project development and improves data entry through real-time validation rules (with automated data type and range checks). REDCap also provides easy data manipulation (with audit trails for reporting, monitoring and querying patient records) and an automated export mechanism to common statistical packages (SPSS, SAS, Stata, R/S-Plus). In addition to traditional data capture functionality, REDCap’s survey capabilities are a powerful tool for building and managing online surveys. The research team can create and design surveys in a web browser and engage potential respondents using a variety of notification methods. All data collection projects rely on a thorough, study-specific data dictionary, defined by all members of the research team in an iterative, self-documenting process. This iterative development and testing process results in a well-planned and individualized data collection strategy. 

Additional template text about security:
The REDCap electronic data management (EDM) system at the University of Arizona is housed on 2 virtual servers; one supporting database services and the other web services. Hardware is located in the University Of Arizona’s Information Technology Services Center (UITS). The space is a temperature controlled and physically secured within a keyless entry area. Hardware management and support is provided by UITS. The database server is located behind a firewall and the web server is in a DMZ. REDCap software support is provided by the University Of Arizona Center for Biomedical Informatics and Biostatistics. All web-based information transmission is password protected and encrypted in transit. Administration of REDCap is managed through Virtual Servers located at the University Of Arizona College Of Medicine.

In REDCap, all incoming data is intentionally filtered, sanitized, and escaped. This includes all data submitted in an HTTP Post request and all query string data found in every URL while accessing REDCap, among other modes through which user-defined data is submitted in the application. Server environment variables that are vulnerable to forgery by users are also checked and sanitized. All user submitted data is properly filtered for any possibly harmful markup tags (e.g. <script>) and is then escaped before ever being displayed on a web page within the application. SQL queries sent to the database server from REDCap are all properly escaped before being sent. If any values used in an SQL query originated from user-defined values, they would have already been sanitized beforehand as well, as described above. User-defined data used within SQL queries also have their data type checked to prevent any mismatching of data types (e.g. making sure a number is really a number). These processes of sanitization, filtering, data type checking, and escaping all help to protect against methods of attack, such as Cross-Site Scripting (XSS) and SQL Injection. To specifically protect against Cross-Site Request Forgery (CSRF), which is another method of attack, REDCap utilizes a “nonce” (a secret, user-specific token) on every web form used in the application. The nonce is generated anew on each web page as the user navigates within REDCap during a session.
REDCap was developed specifically around HIPAA-Security guidelines and is recommended to University of Arizona researchers by both our Privacy Office and Institutional Review Board. REDCap has been disseminated for local use at more than 2300 other academic/non-profit consortium partners in over 100 countries. Vanderbilt leads the REDCap Consortium, which currently supports more than 410,000 projects and 523,000 users. More information about the consortium and system security is available at https://projectredcap.org/.
